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Common Vocabulary

part1

▪

Authentication: is a process of identifying an individual, usually based on a username
and password.

▪

Authorization: is the process of giving someone the permission to do something. It needs
the valid user's identification to check whether that user is authorized or not.

▪

Identity Provider (IdP): A trusted provider of identity information. This may be backed by
LDAP, SQL, AD, or Mongo. The identity provider is able to construct user attributes into
Assertions or Claims.

▪

Service Provider (SP): A service that consumes identity information. Many web
applications that utilize single sign-on are examples of service providers.

▪

SAML: An XML-based standard approach to federated identity. The resultant document
that contains user attributes is called an Assertion.

▪

OAUTH2 and OpenID Connect: A newer standard approach to federated identity.
Leverages OAuth 2.0, and ditches XML in favor of JSON. The resultant information about
the user is called a Claim.

▪

Assertions and Claims: A standard method of representing information and attributes
about a user. An identity provider may issue Assertions or Claims, based on the standard
they use, for service providers to consume.
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What is Keycloak?
Identity Solution for Modern Applications, Services and
APIs.
Integrated SSO and IAM for browser apps and RESTful
Web Services.
Keycloak provides:

•
•
•
•
•
•

Single-Sign On
Identity Brokering and Social Login
User Federation
Client Adapters
Admin Console
Account Management Console
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What is Keycloak?
Keycloak integrates with:
• LDAPs / RDBMSs / Custom user storage.
• External Identity Providers.
• Kerberos.
• Social Providers (google, facebook, stackoverflow, ..).
Relies on standards:
• OpenID Connect (Keycloak is OIDC Authorisation Server and
uses this standard in its client adapters).
• SAML 2 (Keycloak is SAML2 IdP and provides SAML2 SP
libraries).
• Provides Web SSO integration.
• extensive Management UI: Self-Registration, Forgot Password,
Verify User/Email, TOTP, various Verification (Work-)Flows,
Customer Attributes, Custom Themes, Impersonation, etc..
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Identity Brokering

Intermediary service, connects multiple service providers with different
identity providers.

The IB is responsible for creating a trust relationship with external
IdPs in order to use its identities to access internal services exposed
by SPs.
Enables Federation between peers sites. (ICEI project).
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Keycloak at CSCS

Introduced by RedHat as solution for integrating Openstack Keystone with CSCS’s
AAI infrastructure (Kerberos+LDAP).
Adoption due to the capacity to solve the problem with keystone but also for the
potentiality of the product (Federation).
Needed a identity solution for modern applications, (Micro)services and APIs.

Effort to integrate new services into one source of authentication.
AAI @CSCS

7

Keycloak admin console
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keycloak account management console
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Federation initiative:

Deliver federated compute and data services to European researchers by aggregating
capacity from multiple resource providers and enabling access from existing community
platforms.
The federation needs to rely on a robust and reliable Authentication and Authorization
Infrastructure (AAI), a trustworthy environment where users can be managed and
granted to access resources securely and as seamlessly as possible.

Two services, a Central IdP (SATOSA) which is responsible to proxy authentication
requests among federated IdPs, and an Attributes Provider (FURMS) managing users
authorization through budget allocation, groups and roles.
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OAUTH
▪ Lot of confusion about OAUTH
▪ Jargons and often incorrect advice on the web
A little bit of history: Identity use case pre 2006/2007:
▪

Simple logins (forms and cookies)

▪

Single Sign-On across sites (SAML)

▪

New use cases: mobile app login

▪

Delegated authorization: “How can I let a website access my data without giving
it my password?

OAuth is an open standard for access delegation, commonly used as a
way for Internet users to grant websites or applications access to their
information on other websites but without giving them the passwords.
The OAuth 2.0 Framework describes patterns for granting authorization
but does not define how to actually perform authentication.
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First attempts to solve delegated authorization…
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Common Vocabulary
▪

part2

Resource Owner: is defined as an entity having the ability to grant access to their own data
hosted on the resource server. When the resource owner is a person, it is called the end-user.

▪

Client: is an application making protected resource requests to perform actions on behalf of the
resource owner.

▪

Authentication Server: gets permission from the resource owner and distributes the access
tokens to clients, to access protected resource hosted by the resource server.

▪

Resource Server: API server that can be used to access the user's information. It has the
capability of accepting and responding to protected resource requests with the help of access
tokens.

▪

Redirect URI: callback where the Authentication Server redirect the browser after being
authenticated.

▪

Authorization Token: An intermediary token generated when a user authorizes a client to
access protected resources on their behalf. The client receives this token and exchanges it for
an access token.

▪

Access Token: A token used to access protected resources.

▪

Scope: are permissions. how we define and apply fine-grained access control to individual
resources, information, or actions available in our system.
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OAUTH 2 Authorization code flow
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OpenID Connect (OIDC)
▪

Strictly defines an ID Token for returning user information and userinfo endpoint.

▪

The scopes are defined as openid, profile, email, address and phone, and
each grants access to that specific information. If you use any scope beyond
those, you’re beyond the OIDC specification and back into general Oauth.

▪

OIDC is just a special, simplified case of OAuth, not a replacement. It uses the
same terminology and concepts. It’s a way to standardize authentication over
Oauth.
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OpenID Connect flow

Hello Massimo!

AAI @CSCS

16

Demo simple oidc web app

AAI @CSCS

17

Anatomy of a JWT
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API Gateway - Kong

▪

All requests from clients first go through the API Gateway. It then routes requests to the appropriate
microservice

▪

Security (authentication and potentially authorization)

▪

Mnaging access quotas and throttling

▪

Caching (proxy statements and cache)

▪

API composition and processing

▪

Rete limiting

▪

API health monitoring (performance monitoring)
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KS-proxy
• Proxy that masks a 2-step authentication process (SAML in this case,
but OIDC is similar) behind a regular username/password
authentication.
• By deploying this "companion" service, you can use the standard
keystone regularly and point to this service only whenever you have a
client that does not implement the two steps.
• Limitations: you can only use it with one single federated IdP
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Conclusions
• Tokens: in modern security standards are all about them.
• Decoupling authentication / authorization (OIDC
authentication code flow).
• Claims contain any additional information needed and have
defined timeline, tokens can be invalidated or managed in
central manner.

• Delegation of authentication to dedicated and trusted server
/ provider.

AAI @CSCS

21

Thank you for your attention.

